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AN U A
SC D2 Overview

Purpose

- Promote the interchange of technical knowledge, information and experience between all
countries in the fields of power industry telecommunications, information and telecontrol
systems. APD2 also provides a forum for information sharing and representation of local
issues affecting its members.

Study Areas
- Information Systems: EPU-specific IS areas, asset management, customer relationship, smart
meter systems, situational awareness

- Cyber security: Security policy and standards, securing EPU assets, technical security controls,

. risks and mitigation

- Telecommunication: Design, planning and operation of networks, optimising current technologies,
emerging technologies, high availability, networks supporting time-sensitive and other EPU

applications
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AN W A
2019 D2 Colloquium Helsinki

Helsinki, Finland; 11 — 14 June 2019
Around 150 participants

Areas of focus:
- Big data and machine learning

- Cyber security
- loT



ATC Seminar 2019

AN W A
2019 D2 Colloquium Helsinki

= 42 Papers in the Helsinki Colloquium in the

following areas:

Energy Transition
Technologies

Big Data

Machine

Learning

Cloud

Computing

Cybersecurity

Threat
Management

Security
Assessment
Tools

Cybersecurity
maintenance

Blockchain
Credential

Big Data for
Cybersec

loT

loT Applications

loT
Cybersecurity
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AN W A
2019 D2 Colloquium Helsinki

DETECTION OF CLIMBING PLANTS 8
B We attached an infrared sensor to the existing Umbrella-formed jig and connected to the
transmission device HV Line
/ - LV Line

Power for Transmission Device
Power & Signal Lines
j :0 AMI

Transn'_lission
Device

. v"We confirmed that we could remotely monitor the growth status of plants
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SCD2 Finland

Source: T. Kiuchi, T. Okabe, TEPCO Japan, D2 Colloquium 2019
ATC Seminar 2019



AN W A
2020 Paris Session (D2) — Areas of Focus

57 Paper abstracts approved

Emerging
Technologies

Machine

Learning & Al

loT, Big Data,
Analytics

Blockchain

Applications

Cybersecurity

loT, Big Data,
Cloud
challenges

Threat
|dentification
with Big Data

and ML

Packet Switched
Technologies

Migration to
Packet

Switched
Networks

Integration of
existing and
new

technologies

Time Ciritical
Operational
Services

ATC Seminar 2019
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AN W A
Active Working Groups

WG Title Convenor 2019 2020 2021 2022
S1 | S2 | S1 | S2 | S1 | Ss2 | s1
JWG C6/D2.32 |Utilization of data from smart meter system v MAJS;JUM L
WG D2.43 Enal:fl'lng- Software Defined Networking for EPU telecom V. TAN
applications (AU)
WG D2.44 Usage of public or private wireless communication infrastructures | P. MULVEY
' for monitoring and maintenance of grid assets and facilities (IE)
WG D2.45 Impact of governance regulations and constraints on EPU H. KLIMA
' sensitive data distribution and location of data storage (AT)
WG D2.46 Cybersecurity future threats and impact on EPU organizations D.K. HOLSTEIN
and operations (us)
JWG B5/D2.67 Time-: in-Commu-nication Netwc:rl(sf Pr-otec-tion and Control R. DE VRIES
Applications — Time Sources and Distribution Methods (NL)
JWG D2/C6.47 |Advanced consumer side energy resource management systems ﬂ"&'(EEE;ERA
JWG D2/C2.48 Enhanc-ed-informat-ion-and- da1-:a exchange-t-o enable future G. TAYLOR
transmission and distribution interoperability (GB)
JWG B2/D2.72 |Condition Monitoring and Remote Sensing of Overhead Lines A K?ég?RNl
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A U A

Active Working Groups — Global D2 Contributors
Distribution




AN W A
Active Working Groups — AU D2 Contribution

-

Viier Tem (VEAN) |

@reg Helps (Fnst) |

Nonfiss Wi (SAPN) |

WG

%

Convenor

2019

2021

2022

/ )

JWG C6/D2.32

Utilization of data fro%a rt meter system

Enabling Software Pefined Networking for EPLAelecom
applications

S2

51 | S2

WG D2.43
WG D2.44 Usage of p%or priva.te wirelesg or.nmunication infr.a.s’.cructures
for monitoring and maintepafice of grid assets and facilities
WG D2.45 Impact of governanceségulations and constraints on EPU H. KLIMA
' sensitive data disfribution and location of data storage (AT)
WG D2.46 Cyberse .|ty future threats and impact on EPU organizations D.K. HOLSTEIN
and operations (US)
JWG B5/D2.67 Tim(.e in .Commu.nication Networks: Prf:)tec.tion and Control R. DE VRIES
Applications — Timte-Saurces and Distribution Methods (NL)
AANEBERA
JWG D2/C6.47 |Advanced consumer side energy resource manag tems | [ R
)
Denjami
JWG D2/C2.48 Enhanc.ed.informat.ion.and. da1.:a exchange.tf:) enable future : G—TAYLOR
transmission and distribution interoperability (GB)
JWG B2/D2.72 |Condition Monitoring and Remote Sensing of Overhead Lines - K?ég?RNI
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AN U A
Publications

Technical Brochures an Publications

» Technical Brochure published since August 2018
« TB 762 “Remote Service Security Requirement Objectives”

« TB 746 “Design, Deployment, and Maintenance of Optical Cables associated to
Overhead HV Transmission Lines”

* Technical Brochure published in 2019
. « TB 782 “Utilization of Data from Smart Meter System”
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AN U A
2019 Australia D2 Activities

Australia D2 Panel Meeting held in TasNetworks, Hobart : 24 — 26 July 2019.
= 24 attendees

» 4 guest speakers from TasNetworks, Keysight, CommTel and Nozomi

=
-

TasNetworks




AN U A
2019 Australia D2 Activities

» Some of the presentation and discussion
topics:
v Cybersecurity

v Dealing with legacy infrastructure and &%
equipment obsolescence '

v loT, 4G, 5G
v MPLS

v Fire planning issues for
Telecommunications equipment/site

. v’ Strategy Development

v Impact of restructure on
Telecommunication operations

v ...and manvy many more LT
y many B cigre




AN U A
2019 Australia D2 Activities

» Example presentation — Power Utility Telecommunications Lab
IP/MPLS Network Virtual Lab

= ' - | -
. VM Simulated Site T :
: Virtual Nokia Routers e ,
ﬁ L=l Physical PC

SCADA RTU VM
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AN U A
2019 Australia D2 Activities

» Panel member survey on the following topics:

Battery technology
Teleprotection over Ethernet

Telecommunications Technology Mix in
oT

Use of Al/Machine Learning in
Cybersecurity

Use of radio and cellular services in
distribution networks

PPE (personal protective equipment)
policy

AMI planning and implementation
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AN U A
2019 Australia D2 Activities

= Site visit on the last day to a Telecommunication site

CIGRETAUSTRALIA
PANEL D2
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Looking Forward

2020:

July — Australia D2 Panel meeting (venue TBD)
August — Paris Session

2021:

July — Australia D2 Panel meeting (venue TBD)

Oct — Kyoto - Symposium (C6, C2, C2, C5, D2)
ACtive Distribution Network Planning, Operation
and Contorl

RN
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